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FortiManager SD-WAN Lab

ADVPN 2.0 with BGP on loopbacks ¢ Clovis Capellan
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Configuration walkthrough

One FortiGate hub and two branches, with two WAN underlays per site. This walkthrough follows the
lab from model-device provisioning through policy installation and shortcut verification.

Device Role LAN BGP loopback
FG-02 - 80F Hub 10.10.2.0/24 172.16.255.252
FG-03 - 60F Branch 1 10.10.3.0/24 172.16.0.1
FG-04 - 60F Branch 2 10.10.4.0/24 172.16.0.2
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01/ CONFIGURATION WALKTHROUGH

Device Blueprints

FortiManager lab configuration and verification

01.01

Create separate 60F and 80F Device Blueprints. Both reference the Sys_Template provisioning
template.

Device Blueprint x
l + Create New |£3' Refresh | Sea (O

O Blueprint Name ¢ | Device Model ¢  Device Group + | Policy Package % | Provisioning Templates ¢ | Firmware Enforcement ¢ | Folder ¢ | Pre-Run CLE

O m 40F FortiGate-&60F [[E Sys_Template [ Delete_Virti
(] m 80F FortiGate-80F [ Sys_Template Delete_Virt:

Enable Automatically Link to Real Device, Enforce Device Configuration and Managed by SD-WAN
Manager. Attach Delete_VirtualSwitch as the Pre-Run CLI Template. Repeat for the 80F blueprint with
its matching device model.

Edit Device Blueprint - 60F x

Name

Device Model FortiGate-60F M
Split Switch Ports

Automatically Link to Real Device

©
Enforce Firmware Version (@ ]

Let Device Download Image from FortiGuard |
Enforce Device Configuration @ O
Managed by SD-WAN Manager O
Add to Device Group (@ ]
Add to Folder Q
Fabric Authorization Template Q

O

@ ]

Pre-Run CLI Template B Delete_VirtualSwitch A

Assign Policy Package

Provisioning Templates B Sys_Template x
+

HA o
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01/ CONFIGURATION WALKTHROUGH

Device Blueprints

FortiManager lab configuration and verification

01.03

Create the pre-run CLI template. Set WAN1 to DHCP for bootstrap and WAN2 to static. Remove
internall through internal5 from the internal switch so the system template can configure the ports
individually.

Edit CLI Template - Delete_VirtualSwitch

Name

Type cL -

Position Pre-VDOM Copy [Iaeayole ilew ]

Comments

z
0/409

Seript Details

Validate on change Q
Validation device platform @ FortiGate-WVM&4 -

ElFormat | ® Revert () Shortcuts | £ Full Screen | S + 3

1 config firewall policy
2 delete 1
end
4 config system virtual-switch
edit "internal”
config port
delete "internall”

8 delete "internal2"”
0 delete "internal3”
18 delete "internala”
11 delete "
12 end
13 next
14 end
15 config system interface
16 edit wan2

17 set mode static
18 end

internals”

Preview OK Cancel
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02 / CONFIGURATION WALKTHROUGH

System template and metadata

FortiManager lab configuration and verification

02.01

Open the System Templates tab and create Sys_Template.

Template Groups | IPsec Tunnel | SD-WAN | BGP | SD-WAN Overlay ESYEGuNGEULEIGEE Static Route | CLI | Feature Visibility

‘ 4+ Create New v ‘ ‘ [# Edit ‘ ‘ I Delete ‘ | @ Assign to Device/Group ‘ ¢ More v || L3 Full Screen ‘
#< Name < Assigned to Device/Group = Description =
1 Sys_Template 0 Devices in Total
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02 / CONFIGURATION WALKTHROUGH

System template and metadata

FortiManager lab configuration and verification

02.02
Configure DNS in the system template using the values shown in the lab.
Edit System Template - Sys_Template [# CLI Configurations | x
Name
Description
A
DNS O +]import
Primary DNS Server ® 8888
Secondary DNS Server 1111
Local Domain Name +
Interface Select Method Y SD-WAN  Specify

Advanced Options
NTP Server o) =] Import

Synchronize with NTP Server (O
Advanced Options

Alert Email o) 3] Import
SMTP Server
Authentication (@ ]

Advanced Options
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02 / CONFIGURATION WALKTHROUGH

System template and metadata

FortiManager lab configuration and verification

02.03
Configure the hostname metadata reference and administrative idle timeout.
Admin Settings O
HTTP Port 80
Redirect to HTTPS [ @]
HTTPS Port 443
S5H Port 22
SSH v1 Compatibility (@ ]
Idle Timeout (1 - 480 mins) 120
Enable SCP Q
View Settings
Language English v
Theme Dark Matter -

o If the following fields "Host Name”, "Time Zone", "Geographic Coordinate” are not set, they will be skipped when installing to devices.

Host Name @, $(hostnames)

Time Zone Click to select v

Geographic Coordinate Q Latitude
[0} Longitude

Show Map
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02 / CONFIGURATION WALKTHROUGH

System template and metadata

FortiManager lab configuration and verification

02.04

Configure internal2 and internal4 using the case-sensitive Branches_internal2 and Branches_internal4
variables. Set wanl using Wanl_|IP.

Interface O

| 4+ Create New | lE Edll‘ |]Ti[ Deletel f More Searc & .t

O # | Action Model Match Detail n

MName: internal2
O 1 | Config Interface all IP/Netmask: $(Branches_internal2)
Administrative Access: HTTPS, PING, 55H

MName: internal4

O 2 | Config Interface all IP/Netmask: $(Branches_internal4)
Administrative Access: PING
Mame: wanl
O 3 | Config Interface all IP/Netmask: $(Wan1_IP)
Administrative Access: PING, FMG-Access
0% 4
Set wan2 using Wan2_IP. The lab enables PING and FMG-Access on the WAN interfaces.
[ + Create New| |F_-|'] Edit] []ﬁi[[)elete| : More v | Search. @ .*
O # | Action Model Match Detail n
Name: internald
O 2 | Config Interface all IP/Netmask: $(Branches_internal4)
Administrative Access: PING
Name: wanl
O |3 | Configinterface all IP/Netmask: $(Wan1_IP)
Administrative Access: PING, FMG-Access
Name: wan2
O |4 @ Configinterface all IP/Netmask: $(Wan2_IP)
Administrative Access: PING, FMG-Access
100% 4

Revision
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03 / CONFIGURATION WALKTHROUGH

CSV import

FortiManager lab configuration and verification

03.01

Populate one CSV row per model device. Include the required Serial Number column and match the
remaining fields to the exported headers. The serial number values are masked in this screenshot.

serial number

device blueprint name Branches_Internald Wan1_IP Wan2_IP Branches_internal2 Branches_internald Wanl GW Wan2 GW hostnames
BOF FG-02 internald 35.1.2.2/30 40.1.2.2/30 192.168.99.2/24  10.10.2.1/24 35.1.21 40121 FG-02
60F FG-03 internald 45.32.54.2/30 55.64.1.2/30 192.168.99.3/24  10.10.3.1/24 45.32.54.1 55.64.1.1 FG-03
60F FG-04 internald 66.31.1.2/30 43.64.1.2/30 192.168.99.4/24  10.10.4.1/24 66.31.1.1 43.64.1.1 FG-04
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03 / CONFIGURATION WALKTHROUGH

CSV import

FortiManager lab configuration and verification

03.02

Go to Device Manager — Device & Groups — Add Device. Select Import Model Devices from CSV File.

Add Device - Choose Add Device Type (1/2) B ox

(O Discover Device

To add a device that is currently online.

(O Add Model Device

To add a device that is not yet online. Configure a model device to complete authorization when the device is online.

O Add Model HA Cluster

Adding an operating FortiGate HA cluster to Device Manager pane is similar to adding a standalone device. Specify the IP address
of the primary device.

O Import Model Devices from CSV File

Import multiple device definitions for devices that are not yet online.
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03 / CONFIGURATION WALKTHROUGH

CSV import

FortiManager lab configuration and verification

03.03

Upload your populated CSV and complete the wizard. Check the device names and blueprint
assignments. Model devices appear offline until the physical units link.

Add Device - Import Model Devices from CSV file (1/3) 5

o Please select a CSV file to go to the next step. You could export an example CSV file from the Device Blueprint.

Copy Device Dashboard Click to select

Upload
Add files by drag & drop here or Add Files

< Back Cancel
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04 / CONFIGURATION WALKTHROUGH

Overlay Orchestration

FortiManager lab configuration and verification

04.01

Create an overlay template and select Single HUB. Review the advanced settings for ADVPN and
loopback BGP.

Edit SD-WAN Overlay Template - Region Settings (1/5) ®
Name Hub
Description
#
0/25
Select New Topology

* Dual HUB Dual HUB * *

[Primary & Secondary) [Primary & Primary) Multi HUB

Single HUB

Overlay Authentication Method
Authentication Method Pre-shared Key [EBRENGS

o The Pre-shared Key will be automatically generated by FortiManager. For security, it is recommended to either review the generated IPsec Tunnel
Template and replace the default generated key, or use Certificate-based (Signature) authentication.

B Advanced
Loopback IP Address 172.16.0.0/255.255.0.0
BGP-AS Number 65000
BGP on Loopback O
Dynamic BGP O
Route Reflection Q
Auto-Discovery VPN Disable Legacy RN NP
Segmentation Over Single Overlay @ (@ ]
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04 / CONFIGURATION WALKTHROUGH

Overlay Orchestration

FortiManager lab configuration and verification

04.02
Assign FG-02 as the hub and the Branches device group as the spokes.

Edit SD-WAN Overlay Template - Role Assignment (2/5)

Name

Topology e SRS (810 Dual HUB (Primary & Secondary) Dual HUB (Primary & Primary) | Multiple Hubs
HUB

B3 Standalone HUB 4+ FG-02

Branch

o . .

am Device Group 1 Assignment & Branches x
Automatic Branch |D Assignment @ O
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04 / CONFIGURATION WALKTHROUGH

Overlay Orchestration

FortiManager lab configuration and verification

04.03

Map wanl and wan2 as underlays. Enable Override IP for the hub WAN endpoints and enter the
branch-reachable addresses. Add internal4 to branch network advertisements.

Edit SD-WAN Overlay Template - Network Configuration (3/5)

Name H

HUB

B3 standalone HUB FG-02 v

Underlay # Private Link @ Qverride IP @ Action
WAN Underlay 1 O @ wan1 O @35122 x 4+
WAN Underlay 2 Q @ wan2 © Q40122 x +

Network Advertisement Static
# Interface Action
Interface 1 @, internal4 x +

Advanced

Branch Route Maps

Route map in (@ )
Route map out @ ]

Branch

an .

ap Branch 1 Device Group 3B Branche -

Underlay # Private Link @ Cost Transport Group Action
WAN Underlay 1 O @wan ol | o
WARN Underlay 2 D A wan2 x|+

Network Advertisement Static

# Interface Action

Interface 1 @, internal4 x +

3 Advanced

CLOVIS CAPELLAN / FORTIMANAGER SD-WAN LAB
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04 / CONFIGURATION WALKTHROUGH

Overlay Orchestration

FortiManager lab configuration and verification

04.04

Select the branch and hub SD-WAN templates and review the overlay and normalization options. The
hub SD-WAN template is part of this lab design.

Edit SD-WAN Overlay Template - SD-WAN Template Options (4/5) x

Add Overlay Objects to Branch 5D-WAN Template B2 Sdwan_Branches X v
Add Overlay Interfaces and Zones
Add Health Check Servers for Each HUB as Performance
SLA

Add Overlay Objects to Hub SD-WAN Template B Hub_Sdwan X v

Normalize Interfaces
Add Health Check Firewall Policy to Hub Policy Package
Add Health Check Firewall Policy to Branch Policy Package

Add Default Route to SD-WAN Zones in Branch Static Route
Template

0000 06006
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05/ CONFIGURATION WALKTHROUGH

Branch SD-WAN

FortiManager lab configuration and verification

05.01

Create the Internet zone and add wanl. Use the site metadata variable for its gateway.

Edit Metadata Variables - Wan1_GW

Name
Type Password

Description

7~
0/4096

Default Value | |

@ Per-Device Mapping

4+ Create New Sea @ *

O Mapped Device/Group = Value = n
O 4 FG-02 [global] 35.1.21
O 4 FG-03 [global] 45.32.54.1
O 4 FG-04 [global] 66.31.1.1
3
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05/ CONFIGURATION WALKTHROUGH

Branch SD-WAN

FortiManager lab configuration and verification

05.02

Add wan2 to Internet and bind its gateway to the second WAN metadata variable.

Edit Metadata Variables - Wan2_GW

Name

Type

Description

Default Value | |

#~
0/4096

B Per-Device Mapping

4 Create New

O

O
O
O

CLOVIS CAPELLAN / FORTIMANAGER SD-WAN LAB

Mapped Device/Group %
4 FG-02 [global]
4 FG-03 [global]

4 FG-04 [global]

Value =
40.1.2.1
55.64.1.1

43.64.1.1
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05/ CONFIGURATION WALKTHROUGH

Branch SD-WAN

FortiManager lab configuration and verification

05.03

Review the rule list and place ToHub above the catch-all LowestCost internet rule.

2 SD-WAN Rules

| 4 Create New| |E Edil| l]Eu[ Deletel | f More v Search. .. &

m ID | Name Comments = Source | Destination Criteria Members Performance SLA | IPVersion | Port | Protocol | Statufe3

o 1 LowestCost Zal | @gal ﬁ:; SLA (PING#1) IPv4 any @ Enable
O sd-wan All Source IP | All any
Total Selected: 1 5
05.04
Define the traffic match for the overlay rule using Hub_Network, which covers 10.10.0.0/16.
Edit Address Group - Hub_Group x
Category Wildcard FQDN Group | IPv6 Group | Proxy Group | Telemetry
Group Name | Hub_Group|

cone .
Type @ Folder

Members
Q
& Hub_Network
IP/Netmask: 10.10.0.0/255.255.0.0 x
B Overlay_Subnet
IP/Netmask: 172.16.0.0/255.255.0.0 x
Click to select 2 entries selected
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05/ CONFIGURATION WALKTHROUGH

Branch SD-WAN

FortiManager lab configuration and verification

05.05

Set the overlay rule to Lowest Cost (SLA) and use the HUB SLA for the VPN members.

Edit SD-WAN Rule - 2

Name

Status
IP Version

Installation Target

Source

Address

User Group

Destination

Address

Protocol

Internet Service
Application
Outgoing Interfaces

Strategy

Interface Preference @

ToHub
O

3 ~

Click to select

Q

2all
IP/Metmask: 0.0.0.0/0.0.0.0

Click to select

Click to select

Q

% Hub_Group

Group Members (2): Overlay_Subnet, Hub_Network

Click to select

TCP | UDP LR Specify

Click to select

Lowest Cost (SLA)
HUB1-VPN1

@ HI IR1-VPND

CLOVIS CAPELLAN / FORTIMANAGER SD-WAN LAB
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05/ CONFIGURATION WALKTHROUGH

Branch SD-WAN

FortiManager lab configuration and verification

05.06

Configure the internet rule to use the two WAN members and the PING SLA.

Outgoing Interfaces

Strategy Lowest Cost (SLA)
Interface Preference @ HUB1-VPN1

@ HUB1-VPN2

Zone Preference @

Measured SLA Click to select

Required SLA Target @ HUBZ1
Ping, 172.16.255.253 ; Latency: 200ms, Jitter: 50ms, Packet Loss: 5%
+
Load Balancing Q
Tie Break Zone

Quality Criteria

Forward DSCP
Reverse DSCP
Agent Exclusive

@00

Advanced Options

CLOVIS CAPELLAN / FORTIMANAGER SD-WAN LAB
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05/ CONFIGURATION WALKTHROUGH

Branch SD-WAN

FortiManager lab configuration and verification

05.07

Review Performance SLAs. HUB probes 172.16.255.253 through both VPN members. PING uses the
public DNS endpoints shown in the capture.

& Performance SLA

+ Create Newl | [ Edit | |1ﬁjr Delete | Q Where Used Search @ -

@ | Name s Detect Server +  Protocol % | Packet Loss+ Latency %  Jitter + | Failure Threshold # | Recovery Threshold # | Installation Targen

HUB 172.16.255.253 Ping 5 200 50 5 5
O PING 1.1.11,888.8 Ping 2 200 75 4 4
Total Selected: 1 2
@ Neighbor
4 Create New Search @ »*
[0 | Neighbor = Role = Interface Member < Performance SLA < SLA S Installation Target < u
O 172.16.255.252 Standalone % :H gi:\\:gmé HUB 1
1
Review the SD-WAN neighbor entry for 172.16.255.252. Associate both overlay members with HUB,
SLAID 1.
Edit SD-WAN Overlay Template - SD-WAN Template Options (4/5) x
Add Overlay Objects to Branch SD-WAN Template %1 Sdwan_Branches X v
Add Overlay Interfaces and Zones
Add Health Check Servers for Each HUB as Performance
SLA
Add Overlay Objects to Hub SD-WAN Template %2 Hub_Sdwan X v

Normalize Interfaces
Add Health Check Firewall Policy to Hub Policy Package
Add Health Check Firewall Policy to Branch Policy Package

Add Default Route to SD-WAN Zones in Branch Static Route
Template

00006 06006
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06 / CONFIGURATION WALKTHROUGH

Hub SD-WAN and BGP

FortiManager lab configuration and verification

06.01

Review the hub SD-WAN template, including the zone and member assignments.

Edit SD-WAN Template

Name

Description

SD-WAN Status

B SD-WAN Zones

+ Create New v

O IDs Interface =
O @ @& virtual-wan-link

O @& nternet

O 1 @ wanil
o 2 [@ wan2
[0 & OVERLAYS

o 3 @ VPN1
o 4 [@ VPN2

Hub_Sdwan

Gateway =

$(Wan1_GW)

$(Wan2_GW)

0.0.00

0.0.00

CLOVIS CAPELLAN / FORTIMANAGER SD-WAN LAB

Cost =

0

[Used by SDWAN Overlay Template: Hub1)

Priority =

Status =

@ Enable

@ Enable

@ Enable

© Enable

[ CLI Configurations %

#
38/4096

Installation Target = E

1 Device in Total View Details >
4 FG-02 [root]
1 Device in Total View Details >
4 FG-02 [root]
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06 / CONFIGURATION WALKTHROUGH

Hub SD-WAN and BGP

FortiManager lab configuration and verification

06.02

Open the generated branch BGP template. Review the local AS, router ID and hub neighbor settings for

loopback peering.

Neighbor Range

O | Prefix= Neighbor Group =

O 172.16.0.0/255.255.0.0 DYN_EDGE 0
IPvé Neighbor Range

(¥ 5]
17}
[~%}
=]

T

+ Create New

O | IPvé Prefix = Neighbor Group %

Mo record found.

Networks
O | Prefix= Backdoor = Network Import Check 5
O  $(Branches_Network_Prefixes_BGP) @) Disabled Global

CLOVIS CAPELLAN / FORTIMANAGER SD-WAN LAB

Maximum Neighbor Number =

Maximurmn Neighbor Number <

Route Map <

|

o
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06 / CONFIGURATION WALKTHROUGH

Hub SD-WAN and BGP

FortiManager lab configuration and verification

06.03

Use the branch LAN metadata variable for the locally advertised branch network.

Edit Metadata Variables - Branches_Network_Prefixes_BGP

Name

Type Password

Description

Default Value

& Per-Device Mapping

O | Mapped Device/Group =
O 4 FG-02 [globall

O | 4 FG-03 [globall
a

4 FG-04 [global]

Revision

Value =
10.10.2.0 255.255.255.0
10.10.3.0 255.255.255.0

10.10.4.0 255.255.255.0

#~
0/4096

Change Note”

7~

Revision History

CLOVIS CAPELLAN / FORTIMANAGER SD-WAN LAB
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06 / CONFIGURATION WALKTHROUGH

Hub SD-WAN and BGP

FortiManager lab configuration and verification

06.04
Open the generated hub BGP template. Review its hub router ID and local AS.
Edit BGP Template - Hub1_HUB1_BGFP [# CLI Configurations
Name
Description [Created by SDWAN Overlay Template: Hub1]
i
41/256
Local As Q 65000
Router ID @ 172.16.255.252
Neighbors
O IP = Interface = Remote AS = Description =
No record found.
0
Neighbor Group
O | Name= Remote AS = Description =
O EDGE 65000
1

CLOVIS CAPELLAN / FORTIMANAGER SD-WAN LAB
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06 / CONFIGURATION WALKTHROUGH

Hub SD-WAN and BGP

FortiManager lab configuration and verification

06.05

Review the branch neighbor settings in the hub BGP template.

Neighbor Range

O | Prefix+

O 172.16.0.0/255.255.0.0

IPvé Neighbor Range

O | IPvé Prefix =

No record found.

Networks

O | Prefix+

O 172.16.0.0/255.255.0.0

$ Mare v

Neighbor Group =

EDGE

! More v

Neighbor Group =

$ Mare v

Backdoor =

) Disabled

CLOVIS CAPELLAN / FORTIMANAGER SD-WAN LAB

[¥5]
[
Js¥]

sl

Maximum MNeighbor Number =

0

[#3]
1]
o

e

Maximum Neighbor Mumber =

[¥5]
[
Js¥]

Network Import Check <

Global

sl

Route Map =

LOCAL_REGION
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06 / CONFIGURATION WALKTHROUGH

Hub SD-WAN and BGP

FortiManager lab configuration and verification

06.06

Configure the hub aggregate networks. This lab uses aggregation as a routing design choice with
loopback BGP.

IPvé Netwaorks

O | IPvé Prefix = Backdoor + Network Import Check = Route Map =
No record found.

Aggregate Address
O | Prefix= Generate AS Set Path = Filter More Specific Routes =
O 10.10.0.0/255.255.0.0 ) Disabled ) Disabled

IPvé Aggregate Address
O | IPvé Prefix = Generate AS Set Path 5 Filter More Specific Routes =
No record found.
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07 / CONFIGURATION WALKTHROUGH

Static routes

FortiManager lab configuration and verification

07.01

Review the generated hub and branch static route templates and their assignments.

Template Groups | IPsec Tunnel = SO-WAN | BGP | SD-WAM Overlay | Systern Templates [ESIEIGSCIEEN Gl

Feature Visibility

+ Create New f Mose w || D3 Full Screen o
(m] Marme = Assigned ta Device/Group Description = I
O | Hubl_HUB_Router 0 Devices in Total [Created by SDWAN Cverlay Terplate: Hub1]
O  Branches_Static 0 Devices in Total

07.02

Open the hub static route template. Verify that the loopback network uses the overlay path and the
Internet default uses the Internet zone where configured.

Edit Static Route Template - Hub1_HUB_Router

Name
Description [Created by SDWAN Overlay Template: Hub1]
#~
41/255
4+ Create New v | Bear @ L * |
O Destination = Gateway =  Interface = Distance +  Priority +  Status = Description n
a 172.16.0.0/255.255.0.0 | 0.0.0.0 MNone (Black Hole) 10 1 @ Enabled = Avoid potential recursive resolution of corporat
O 0.0.0.0/0.0.0.0 0.0.0.0 Internet 10 1 & Enabled
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07 / CONFIGURATION WALKTHROUGH

Static routes

FortiManager lab configuration and verification

07.03

Open the branch static route template. Verify the hub BGP peer has a /32 through the parent VPNs and
review the separate Internet default route.

Edit Static Route Template - Branches_Static

Name
Description
#
0/255
+ Create New v t More v | |sear @
O  Destination = Gateway = Interface = Distance = Priority = Status = Description =

O 0.0.0.0/0.0.00 0.0.0.0 Internet 10 1 @ Enabled
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08 / CONFIGURATION WALKTHROUGH

Hub policy package

FortiManager lab configuration and verification

08.01

Review the hub policy package and confirm the overlay and Internet policies are in the intended order.

ckage * &y install Wizard  + Revisions 3 Tooks = ADOM: Branches 7405 >~ @~ © o admin
I¥ | Search Q[ 4 Create New v || [ Edit » @ Policy Lookup | [ Gollapse A1l | [£3 Ful Sereen ® By Sequence v [c
aa LEraiL O (# MName From To Source Destination Schedule Service Action Sec |r|
Firewsall Policy
Installation Targets o 1 Lan_Te_Hub & Hubl _Intemald 3 OVERLAYS = al & Hub_Group always EALL «F Accept =l
&5 Hub
Firessrall Policy O 2 Hub_To_Lan & OVERLAYS & Hubl_lnternald | % Hub_Group Eall [§ always @ALL + Accept L3
Instaltation Targets
5 defauit o = Hub_To_Hub & OVERLAYS a8 OVERLAYS = Hub_Group % Hub_Group [® always ALL + Accapt ES
o 4 Hub_Ta_Lo 2 OVERLAYS :Eﬂ; e % Hub_Group S al always WAL  Accept =
O s Lo_To_Hub : zﬁ:_l'l_nn & OVERLAYS = al % Hub_Group always maLl « Accept i
o & Lan_To_Internet & Hubl_Internald A% Hub_Internct =al Eal [@ always EALL ~F Accept i
0 | @ woacxor
o 7 jmiplicit Dery Dany Dany ; j: : j:: [ always ALL @ Deny
Inspect the overlay interface or zone mapping used by the hub policy.
¥ Search.. Q [ Edit
Branches
LI (] Installation Target = Config Status = Policy Package Status =
Firewall Policy
O + FG-02 ~" Synchronized v Hub
Installation Targets
= 15 Hub
Firewall Policy
Installation Targets
13 default
CLOVIS CAPELLAN / FORTIMANAGER SD-WAN LAB
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08 / CONFIGURATION WALKTHROUGH

Hub policy package

FortiManager lab configuration and verification

08.03

Review the address objects and policy settings shown in the hub package.

Edit Narmalized Interface - Hub1_Internald

Name Hub1_Internald

Description

o

Wildcard (@ ]

Per-Platform Mapping

& Per-Device Mapping

O | Mapped Device = | Details = Type = | Addressing Mode = | IP/Netmask <

w
T
[u1]

ISl

O 4 FG-02 [root] @ internald | Physical = Manual 10.10.2.1/255.255.255.0
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Shaping Profile < E
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08 / CONFIGURATION WALKTHROUGH

Hub policy package

FortiManager lab configuration and verification

08.04

Review the overlay-related settings before installing the hub package.

Edit Normalized Interface - OVERLAYS

Name OVERLAYS

Description Created by SDWAN QOverlay Template

C

Wildeard e ]

Per-Platform Mapping

& Per-Device Mapping

+ Create New Search.

O Mapped Device = Details = Type = Addressing Mode = IP/Netmask =

O | 4 FG-02 [root] OVERLAYS
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08 / CONFIGURATION WALKTHROUGH

Hub policy package

FortiManager lab configuration and verification

08.05

Open Hub_Group and verify its member objects match the intended lab networks.

Edit Address Group - Hub_Group

Category Wildcard FQDN Group | IPv8 Group | Proxy Group | Telemetry

Group Name Hub_Group

Type @ Folder
Q

Members

B Hub_Network

IP/Netmask: 10.10.0.0/255255.0.0 x
B Overlay_Subnet -
IP/Netmask: 172.16.0.0/255.255.0.0
Click to select 2 entries selected

Exclude Members (@ ]

Stabir Ronite Canficuratinn & M
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08 / CONFIGURATION WALKTHROUGH

Hub policy package

FortiManager lab configuration and verification

08.06

Verify the hub Internet interface mapping references the Internet SD-WAN zone.

Edit Normalized Interface - Hub_Internet

Name Hub_Internet

Description SDWAN Zone

A4
10/4096

-

Wildeard (@ ]

Per-Platform Mapping

& Per-Device Mapping

O | Mapped Device Details = Type = Addressing Mode < IP/Netmask + Shaping Profile = H

O @ 4 FG-02 [root] Internet
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09 / CONFIGURATION WALKTHROUGH

Branch policy package

FortiManager lab configuration and verification

09.01

Review the branch rules for LAN-to-overlay, overlay-to-LAN, loopback access and LAN-to-Internet.

Keep NAT disabled for internal overlay traffic.

¥ Search Q

B & Branches

[ @ Policy Lookup | [ =) Gotlapse A1 | [ 23 Ful Screen

o # Narne From Ta Source
Firewall Policy
Installation Targets [ Lan_ta_Hub & Branches_Internald & Hub1_Sdwan_Zoa @ all
& 5 Hub
Firewall Policy g 2 Hub_To_Lan & Hubl_Sdwan_Zone_Branches 22 Branches_interna %8 Hub_Group
Installation Targets
£ default o 3 Hub To_Lo & Hubl_Sdwan_Zone_Branches & Branches_Lo % Hub_Group
o a Lo_Ta_Hub & Branches_Lo & Hubl _Sdwan_Zm 3 all
o s Lan_To_Intermet & Branches_Internald & Internet_Branche 3 all

[1 ] @ Implick (6/6 Totak:1)

® By Sequence v

Destination Schedule

W Hub_Group abways
Zal [@ always
=al [ always
= Hub_Group [ always
Zall [@ always

Service

@ ALL

AL

AL

AL

@Al

Action

" Accept

« Accept

" Accept

«" Accept

~" Accept

|

o & Implicit Demy O any Oany

09.02

Inspect the interface objects used in the branch package.

y Package ¥ ¥, Insta M i JO0IS ¥
) Name Branches
IF Search., Q[ Members 4 FG-03
ranch AFCO!
8 5 Branches O Installation Targ
Firewall Policy [# Edit  § More
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09 / CONFIGURATION WALKTHROUGH

Branch policy package

FortiManager lab configuration and verification

09.03

Review the branch interface mapping in Policy & Objects.

Edit Mormalized Interface - Branches_Internald

Name Branches_Internal4
Description

Color 3 | Change
Wildcard @ ]

Per-Platform Mapping

& Per-Device Mapping

4 Create New

[0 | Mapped Device = | Details = Type = | Addressing Mode =
[0 @ 4 FG-03 [root] internal4 | Physical = Manual

O @ 4 FG-04 [root] [ internald | Physical Manual
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IP/Metmask =

10.10.3.1/255.255.255.0

10.10.4.1/255.255.255.0
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09 / CONFIGURATION WALKTHROUGH

Branch policy package

FortiManager lab configuration and verification

09.04

Review the next branch interface mapping against its assigned target.

Edit Normalized Interface - Hub1_Sdwan_Zone_Branches

Name Hub1_Sdwan_Zone Branches|

Description

Color o

Wildcard (® ]

3 Per-Platform Mapping

& Per-Device Mapping

O Mapped Device = Details & Type 5 Addressing Mode = IP/Netmask %
O @ 4 FG-03 [root] HUB1
O 4 FG-04 [root] HUB1
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Shaping Profile < E
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09 / CONFIGURATION WALKTHROUGH

Branch policy package

FortiManager lab configuration and verification

09.05

Verify the branch address group and its intended members.

Edit Address Group - Hub_Group

Category

Wildcard FQDN Group | IPv6 Gro Proxy Group | Telemetry
Group Name Hub_Group
Type @ el Folder
Members
Q
B Hub_Network
IP/Metmask: 10.10.0.0/255.255.0.0 x
B Overlay_Subnet -

Exclude Members
Static Route Configuration @

Comments

Advanced Options
Per-Device Mapping

Revision

IP/Metmask: 172.16.0.0/255.255.0.0

Click to select

@ |
o

CLOVIS CAPELLAN / FORTIMANAGER SD-WAN LAB

2 entries selected

y
0/25
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09 / CONFIGURATION WALKTHROUGH

Branch policy package

FortiManager lab configuration and verification

09.06

Review the branch mapping and install target shown in the capture.

Edit Normalized Interface - Branches_Lo

Name Branches_Lo

Description

A~
0/4096
o
Wildeard @ ]
Per-Platform Mapping
& Per-Device Mapping
O | Mapped Device = | Details = Type = Addressing Mode = | IP/Netmask = Shaping Prcﬁleu
[0 4 FG-03 [root] ¢2 Branch-Lo  Loopback | Manual 172.16.0.1/255.255.255.255
O @ 4 FG-04 [root] ¢2 Branch-Lo  Loopback | Manual 172.16.0.2/255.255.255.255
CLOVIS CAPELLAN / FORTIMANAGER SD-WAN LAB
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09 / CONFIGURATION WALKTHROUGH

Branch policy package

FortiManager lab configuration and verification

09.07
Verify the remaining branch mapping before installing the package.

Edit Normalized Interface - Internet_Branches

Name Internet_Branches

Description

-
0/4096

C

Wildcard (@ ]

Per-Platform Mapping

& Per-Device Mapping

O | Mapped Device = Details < Type = Addressing Mode < IP/Netmask = Shaping Profile u
0 @ 4 FG-03 [root] Internet

O 4 FG-04 [root] Internet
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09 / CONFIGURATION WALKTHROUGH

Branch policy package

FortiManager lab configuration and verification

09.08

Review both generated template groups. Hubl HUBLI targets FG-02 and Hub1l BRANCH targets
Branches. Each includes the intended IPsec, BGP, static route, SD-WAN and CLI configuration.

Template Groups IPsec Tunnel SD-WAN BGP SO-WAMN Owerlay System Templates Static Route CLI Feature Visibility
+ Create New  More v | [ L2 Full Screen

0O | Template Group Name = Provisioning Templates Assigned to Device/Group & Description <

@) IPsec Tunnel Template / Hubl_HUB1_IPsec
= BGP Template / Hubl_ HUB1_BGP { DeviceinTotal  View Details >
] Hubl_HUB1 = Static Route Template / Hub1l_HUB_Router [Created by SDWAN Overlay Template: Hub1]
& SD-WAN Template / Hub_Sdwan + FG-02[root]
3 SD- late / 2
B CLI Template / Hubl_HUB1_CLIGRP
@1 IPsec Tunnel Template / Hub1_BRAMNCH_|Psec
= BGP Template / Hub1_BRANCH_BGP 2 Devices inTotal  View Details »
0O Hubl_BRANCH =3 Static Route Template / Branches_Static 8 N [Created by SDWAN Overlay Template: Hub1]
ranches
B SD-WAN Template / Sdwan_Branches <
B CLI Template / Hubl_BRANCH_CLIGRP
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10 / CONFIGURATION WALKTHROUGH

Bootstrap and installation

FortiManager lab configuration and verification

10.01

Review the management firewall policy for FortiManager behind NAT. Scope incoming FGFM to the

expected device sources.

Edit Policy

ID

Name

Incoming interface

Outgoing interface

Source

Negate source
Security posture tag

Destination

Negate destination
Schedule

Service

Action

Inspection mode

o

3

Outside to FMG

CVT-TP-FGO1-SDWAN-OutsizeZone X

-

Management (Management)
+

A an

Fo always

[gl ALL

+
v/ ACCEPT DENY & IPsec

Flow-based Proxy-based
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10 / CONFIGURATION WALKTHROUGH

Bootstrap and installation

FortiManager lab configuration and verification

10.02

Review the Central NAT configuration used in the lab.

1D

IPv4 @

Management (Management) Comcast (wan1) Management Subnet
ATT (wan2)

Comcast (wan1l) Management (Management) A an
ATT (wan2)
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10 / CONFIGURATION WALKTHROUGH

Bootstrap and installation

FortiManager lab configuration and verification

10.03

Verify the FortiManager destination address object used by the management policy.

FMG
Subnet
192.168.99.252/32

& Edit [4 Showin list

CLOVIS CAPELLAN / FORTIMANAGER SD-WAN LAB
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10 / CONFIGURATION WALKTHROUGH

Bootstrap and installation

FortiManager lab configuration and verification

10.04
Verify the VIP forwards TCP/541 to FortiManager.
Edit DNAT & Virtual IP

Name FMG_VIP el

Comments £0/255
Color Change

Status

Network

Interface Comcast (wan1)
Type Static NAT
Source interface filter @ J
External IP address/range
Map to
IPv4 address/range 192.168.99.252

(® Optional Filters

Port Forwarding

Protocol TCP UDP | SCTP | ICMP
Port Mapping Type Onetoone Manytomany
External service port 541

Map to IPv4 port 541

CLOVIS CAPELLAN / FORTIMANAGER SD-WAN LAB
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10 / CONFIGURATION WALKTHROUGH

Bootstrap and installation

FortiManager lab configuration and verification

10.05

Verify basic reachability from the branch. Configure FortiManager central management, complete
authorization or AutoLink, then preview and install device settings and policy packages.

FG-03 # execute ping 36.1.2.2

PING 36.1.2.2 (30.1.2.2): 56 data bytes

64 bytes from 36.1.2.2: icmp_seq=0 ttl=254 time=08.6
64 bytes from 36.1.2.2: icmp_seg=1 ttl=254 time=0.4
64 bytes from 36.1.2.2: icmp_seqg=2 ttl=254 time=0.4

64 bytes from 30.1.2.2: icmp_seq=3 ttl=254 time=0.4

AC

--- 30.1.2.2 ping statistics ---

4 packets transmitted, 4 packets received, 0% packet loss
round-trip min/avg/max = 0.4/8.4/0.6 ms

CLOVIS CAPELLAN / FORTIMANAGER SD-WAN LAB
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11 / CONFIGURATION WALKTHROUGH

Validate routing and shortcuts

FortiManager lab configuration and verification

11.01

Verify the branch routing table. The hub peer /32 resolves through both VPNs, and the BGP aggregates

use the hub loopback as next hop.

FG-83 # get router info routing-table all
Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
0 - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
V - BGP VPNv4
* - candidate default

Routing table for VRF=0
S* 0.0.0.8/0 [1/8] via 45.32.54.1, wanl1, [1/8]
[1/8] via 55.64.1.1, wan2, [1/8]
19.10.0.8/16 [200/8] via 172.16.255.252 (recursive via HUB1-VPN1 tunnel 35.1.2.2), ©0:57:12
(recursive via HUB1-VPN2 tunnel 40.1.2.2), 88:57:12, [1/8]
10.198.3.8/24 is directly connected, internal4
45.32.54.8/30 is directly connected, wani
55.64.1.8/30 is directly connected, wan2
172.16.6.8/16 [208/8] via 172.16.255.252 (recursive via HUB1-VPN1 tunmnel 35.1.2.2), 88:57:12
(recursive via HUB1-VPNZ tunmnel 46.1.2.2), 88:57:12, [1/0]
172.16.8.1/32 is directly connected, Branch-Lo
172.16.255.252/32 [15/8] via HUB1-VPN1 tunnel 35.1.2.2, [1/8]
[15/8] via HUB1-VPN2 tunnel 48.1.2.2, [1/8]
192.168.99.8/24 is directly connected, internal2
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11 / CONFIGURATION WALKTHROUGH

Validate routing and shortcuts

FortiManager lab configuration and verification

11.02

Verify reachability with ping and traceroute. This capture shows FG-03 reaching FG-04’s LAN interface
in one hop.

FG-83 # execute ping 10.108.4.1

PING 10.10.4.1 (10.108.4.1): 56 data bytes

64 bytes from 10.18.4.1: icmp_seq=0 ttl=255 time=1.2 ms
64 bytes from 10.18.4.1: icmp_seq=1 tt1=255 time=0.4 ms
64 bytes from 10.18.4.1: icmp_seq=2 ttl=255 time=0.4 ms
AC

--- 10.10.4.1 ping statistics ---
3 packets transmitted, 3 packets received, 8% packet loss

round-trip min/avg/max = 8.4/8.6/1.2 ms

FG-83 # execute traceroute 10.18.4.1
traceroute to 10.18.4.1 (10.10.4.1), 32 hops max, 3 probe packets per hop, 84 byte packets
1 16.18.4.1 ©6.564 ms 0.401 ms ©.372 ms

FG-083 #

11.03

Check diagnose sys sdwan advpn-session. A populated Selected path identifies the direct peer path
chosen by SD-WAN.

FG-83 # diagnose sys sdwan advpn-session

Session head(FG-84-8-HUB1:1)

(1) Service ID(2), last access(8335964), remote health check info(2)

Selected path: local(HUB1-VPN1, wanl1) gw: 45.32.54.2 remote IP: 66.31.1.2(172.16.8.2)

Remote information:

1: latency: 8.399567 jitter: ©.855233 pktloss: 0.006000 mos: 4.484142 sla: Bx1 cost: @ remote gw: HUB1-VPN1 transport_group

. @ bandwidth up: 999999 down: 999997 bidirection: 1999996

ipv4: 66.31.1.2(172.16.0.2) ipv6 bBad:cBe:7f00:0:8a08::(827:4dd4:7f00:08:182a:4dd4:7f80:32)

2: latency: 8.343633 jitter: B8.838267 pktloss: ©.000000 mos: 4.484186 sla: Bx1 cost: @ remote gw: HUB1-VPN2 transport_group
: @ bandwidth up: 999999 down: 999997 bidirection: 1999996

ipv4: 43.64.1.2(172.16.0.2) ipve 7fee:0:d8ff:ffff:8eff ffff:3029:4dd4(7f00:0:180:adfb:80ff:Ffff:182a:4dd4)
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11 / CONFIGURATION WALKTHROUGH

Validate routing and shortcuts

FortiManager lab configuration and verification

11.04

Check the IPsec tunnel summary for the dynamic, suffixed spoke-to-spoke tunnel. For a fresh LAN flow,
compare shortcut counters before and after the test.

FG-83 # get vpn ipsec tunnel summary
"HUB1-VPN1_8' 66.31.1.2:8 selectors(total,up): 2/2 rx(pkt,err): 8/8 tx(pkt,err): 8/4

"HUB1-VPN1' 35.1.2.2:8 selectors(total,up): 1/1 rx(pkt,err): 42238/0 tx(pkt,err): 58327/611
"HUB1-VPN2' 48.1.2.2:8 selectors(total,up): 1/1 rx(pkt,err): 35822/8 tx(pkt,err): 48822/582

11.05

Verify BGP neighbor state and prefix counts. This capture shows FG-03 peering with FG-04 and the
hub.

FG-03 # get router info bgp sum

VRF 8 BGP router identifier 172.16.8.1, local AS number 6560680
BGP table version is 7

1 BGP AS-PATH entries

8 BGP community entries

Neighbor v AS MsgRcvd MsgSent  TblVer InQ OutQ Up/Down State/PfxRcd
172.16.0.2 4 6560008 9 16 7 0 @ 60:85:15 1
172.16.255.252 4 65000 502 495 6 0 0 61:83:33 2

Total number of neighbors 2

F6-83 # |
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12 / TROUBLESHOOTING

Restore shortcut selection

IPsec selectors were up while shortcut health checks failed.

Match the probe source on both branches

The existing Hub_To_Lo policy allowed 10.10.0.0/16 as its source. The arriving probe used the peer
loopback instead, such as 172.16.0.1 - 172.16.0.2 on FG-04.

Field Setting

Interfaces HUB1 - Branch-Lo

Source and destination Spoke loopback address group containing 172.16.0.1/32 and
172.16.0.2/32

Service and action PING, Accept

NAT Disabled

Install the policy on both spokes. Under the HUB SLA, check that shortcuts are alive. Start a fresh
Windows flow to avoid reusing a session pinned to an older forwarding decision.

di agnose sys sdwan heal t h- check
di agnose sys sdwan advpn-sessi on
get vpn ipsec tunnel sumary

W ndows host: tracert -d 10.10.4.2
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